Hngpopmayun o mepax no npedomepauieHur0 HeCAaHKWUOHUPOBAHHO20 OOCYNA K 3AUiUUiAeMOil
ungopmayuu, 6 mom uucie npu ympame (nomepe, XuujeHuu) KIiUeHmom yCmpoicmaea, ¢ UCNOIb306AHUEM
KOmMOpO020 uM COBEPUIATIUCH OCIICIMEUA 6 YEAX OCYULeCMGEHUA (PUHAHCOGOIL Onepayuu, KOHMPOJIio
KoH@puzypayuu ycmpoiicmea, ¢ ucnoip306aHuem KOmopo20 KiueHmom co8epuiaiomca 0eiicmeus 6 yeaax
ocyuiecmeieHus YUHAHCOBOIL OnePaAyUl, U C60EBPEMEHHOMY 0OHAPYHCEHUIO 8030€liCEUA 8PEOOHOCHO20 KOOd.

AxmmmonepHoe o0miecTBO «Ympasistomas komnanus Kocmoc Kamuram» (mamee — o01mecTBo) JOBOIUT 0
CBOMX KJIMCHTOB MH(POPMAIIHIO 0 HEOOXOJUMOCTH BBHITIOJHEHHUSI CCIYIOIIUX MEP 3aIUThl HH()OPMAITUH:

1. Mepsl 110 IpeA0TBPAIEHHIO HECAHKITMOHUPOBAHHOTO JJOCTYTIA K 3alIUINaeMoi HH(POPMAIIHH:

- MCKITIOYCHHUE JOCTYIa IIOCTOPOHHUX JIUII K YCTPOMCTBAM, MOCPEICTBOM KOTOPBIX OCYIIECTBIISTIOTCS (PUHAHCOBBIC
orepanuuy;

- UCIIOJIb30BAHUEC Ha yCTpOﬁCTBaX HUCKIIFOYUTECIIbHO JIMICH3MOHHOT'O IIPOTPpaMMHOI'0 O6CCH6‘ICHI/I$I;

- UCIIOJIb30BaHUE CHELUATM3UPOBAHHOIO NIPOrPaMMHOI0 00ecIedeH s, 00eCeunBaOLIEro 3alUTy YCTPOUCTB OT
BPEIOHOCHBIX TPOTPAMMHBIX KOJIOB, NPHUBOJAIIMX K HAPYNIEHWIO IITATHOrO (PYHKIMOHMPOBAHHS CPEICTB
BBIYUCIIUTEIbHON TEXHUKH (AHTUBUPYCHBIX IPOrPAMMHBIX KOMILICKCOB);

- perynspHoe OOHOBIEHHE OE30MACHOCTH ONEPAIMOHHBIX CHCTEM YCTPOMCTB M aHTUBUPYCHBIX 0a3 IaHHBIX
AHTUBHUPYCHBIX TPOrPaMMHBIX KOMILIEKCOB;

- aHTUBHPYCHBIN KOHTPOJIB 000 MH(OpMAIIKK, TOTydaeMO U MepeaBacMoii ¢ UCIIOIb30BaHUEM YCTPOUCTBA 110
TEJIEKOMMYHHKAIIMOHHBIM KaHalaM, a Takyke HHPOPMAIIUK Ha MOJKITF0YAeMbIX K YCTPOHCTBaM ChbEMHBIX HOCHTENAX
(MarautaBIX, CD-1muckax, DVD-guckax, USB-HakonmuTesIX 1 T.11.);

- o0ecleyeHre COXPAHHOCTH M CEKPETHOCTH ayTeHTHU(MKAIIMOHHBIX JaHHBIX JJI1 BXOJa B HMH(OPMAIMOHHBIC
CHUCTEMBI, a TAKXKE KIIFOUEH 3JIEKTPOHHOU MOIINCH;

- OIrpaHNM4Y€HUC BO3MOXHOCTU HHCTAJUIAUWU B IaMATH yCTpOﬁCTB, C HCIIOJIB30BaHHUEM KOTOPBIX COBCPIIAOTCA
ILGI‘/'ICTBI/IH B IEIAX OCYHICCTBJICHHA (bI/IHaHCOBI)IX OHCpEl].[HfI, nmporpaMm M KOMIIOHCHTOB, IIOJYUYCHHBIX U3
HCHAJC)KHBIX HCTOYHHUKOB;,

- MpeJOTBpAllCHUE TMPUMEHEHUSI YCTPOWCTB, HWCIOJNB3YeMBIX sl (MHAHCOBBIX OINepanuii, s paboTel ¢
COMHHUTENBHBIMU U pa3BieKaTeNbHBIMU caiiTaMu B ceTH VHTepHET (MrpoBble CaWThl, CAaTBHl 3HAKOMCTB, CAWTBHI
pacnpocTpaHeH!s TPOTPAMMHOTO O0ecrieueH s, MYJIbTUMEINHHOTO KOHTEHTa, COMalIbHBbIE U (paiiiiooOMeHHbIE
CETH | T.IL.);

- TMpenoTBpAIlleHHE MOJKIIOUEHHsI YCTPONCTB, HCIONB3YeMbIX sl (UHAHCOBBIX OINEPalUif, K OTKPHITHIM
MyOJMYHBIM M HEPOBEPEHHBIM IIPOBOAHBIM M OECTIPOBOIHBIM ceTsIM (Kade, 0Tesn, MapKH, BOK3aJIbl K a3POIIOPTHI);

- 3ampeT 3amyCcKa/OTKPBITHS (DaiiIoB, 3arpy)KEHHBIX ¢ HEHAICKHBIX CATOB B ceTH MIHTEpHET W/WIIK MOJyYEHHBIX OT
HEU3BECTHBIX aJIPECATOB, WM B CIy4yae COMHEHUH B UX MOJJIMHHOCTH;

- WCIOJNB30BaHME Ha BCEX YCTpoiicTBax (BKIIOYas ceTeBoe 00OpyJOBaHHE) M KOMIBIOTEPHBIX IpPOrpamMMax
YHUKaJIbHBIX MApOJIel JUTMHON HE MEHEee 8 CHMBOJIOB, COCTOSIIINX M3 COUYETAHMUS CTPOYHBIX U TPOIUCHBIX OYKB, TP
Y CUMBOJIOB, PETYJISIPHAs 3aMEHa M1apoJei;

- 3anpeT QYHKIUK COXPaHEHHs JIOTHHA ¥ TIApOJIsl B MaMSTH IIPOTPaMMHOTO o0ecrieueHus: Opay3epa, UCTIOIb3YeMOTO
JUISL TOCTYTa K MH(POPMAIIMOHHBIM CHCTEMaM O0IIeCTBa;

- B ClIy4ae MOAO3pEHHI Ha BO3MOXHYIO KOMIIPOMETAIMIO (PacKphITHE) Mapojiell — He3aMemIuTeTIbHas 3aMeHa
naposei.

2. Mepsl 110 TIpeI0TBPAIICHUIO HECAHKITMOHUPOBAHHOTO JIOCTYTIA 3JI0YMBIIEHHUKOB K 3aIAIaeMoi nHpopmarmm
METOJIaMH MICUXO0JOTUUECKOTO MAHUITYJIMPOBAHUS M COLIMAIbHON MHKEHEPUU:



- B CITydae MOoIydeHUs 00paIIeHrs OT UMEHH o01iecTBa (110 TesrepoHy, 1o 3JIEKTPOHHOM ITOYTE U T.11.) ¢ TpEOOBaHUEM
CPOYHOI'O COBEpIICHHUS] KAaKOTO-MHOO JielcTBUS (HampuMep, 3a0JIOKUPOBATH ONEPAIHIO, IMOJTBEPAUTH CBOIO
perucTpaiiio / 0OHOBUTH CBOM JIaHHBIE JTHOO HOMep TeneoHa / N3MEHUTH TIapOJIb, TIOTYIHTh BEIUTPHIII / BBRITUIATY
U T.I1.) - PEKOMEH/TyETCsI OTKa3aThCs OT MPEJIaraeMbIX CPOYHBIX JCHCTBHIMA, PEKPATUTH Tene(HOHHBIH Pa3roBop JIU00
HE OTBEYaTh Ha COOONICHUE PIEKTPOHHOM MOYTHI;

- HEoOXOAWMO COXpaHSATh CHOKOWCTBHE ¥ YPaBHOBEUIEHHOCTh M KPHUTHYECKHH TOAXOM; HEOOXOIMMO
CaMOCTOSITETTFHO TEPE3BOHUTHh WJIM HAIUCATh JJIEKTPOHHOE IMHUCHMO MO KOHTAKTHBIM JaHHBIM, YKa3aHHBIM Ha
Oo(UIMATLHOM calTe 00IecTBa ISl yTOYHEHUS 3alPaIiBaeMOro JICHCTBUS, a TAKXKE COOOITUTH O (PaKTe 0OpaICHHUSI
OT UMEHH (PUHAHCOBOW OpPraHU3aIlNY;

- HUKOTJa HE COOO0MIaTh JIOOBIM JAPYTUM JIHIAM HWACHTU(QUITUPYIOIINE CBEISHHUS O HOMepaxX OaHKOBCKHX CUETOB
(cdeToB 7€TIO0, JIMIIEBBIX CYCTOB B PEECTPax BIAJACIBICB IEHHBIX OyMar W T.II.), CBOH JIOTHHBI, ITAPOJH U CBEICHUS
00 yCTpOWCTBax, HWCIOJB3YIONIMXCSA JUIS OCYIICCTBICHHS (DUHAHCOBBIX OICpalMid, O MOICIAX, BEPCHUIX
ONEpaIMOHHBIX CHUCTEM W TpOrpaMm, O TapameTpax ceTeBblx agantepoB (MAC- u [P-ampecax) u npyryro
MHQOPMAIHIO.

3. Mepbl 1O TUPEAOTBPAILCHUIO HECAHKIIMOHUPOBAHHOTO JOCTyNa K 3aluiiaeMold HH(GOpMAlWU, KOTOpHIC
HEOOXOIUMO BBIIIOHUTH IIPU yTpaTe KIMEHTOM yCTpoicTBa (IIOTepe, XUILIEHUH ), C HCIIOIb30BaHUEM KOTOPOTO UM
COBEPIIAIUCH JEHCTBUS B LENAX OCYIIECTBICHUS (PUHAHCOBOW Omepaiyu, JIMOO KIIoYa SJIEKTPOHHOW MOAIUCH
KIIMECHTA:

- KaKk MOXHO ObIcTpee NpEANPHHATh BCE BO3MOXHBIE MEpBl IO BPEMEHHOH OJOKMPOBKE JMdOCTyNa K
MHOOPMALIMOHHEIM CHCTEMaM M pecypcaM, uepe3 KOTOpble C YTPauyeHHOTO YCTPOMCTBA OCYIIECTBIISUINCH
(hrHAHCOBEIE OTIEepaIvH, ISl YeTO0 HE0OX0AUMO 00PATUTHCS B 0OIIECTBO 10 TeneoHaM WK 110 SIEKTPOHHOM MoYTe,
yKa3aHHBIM Ha O(QHIMAIGHOM caiiTe o0mecTBa WJIM B COOTBETCTBYIOIIMX HMHCTPYKUHMSX IO paboTe ¢
MH()OPMALIMOHHBIMHU PECYPCAMH;

- BBINOJIHUTH HPOLEIYPHI, YKa3aHHBIE B HKCIUTyaTallMOHHOM JOKYMEHTAIlMH HA BCE MPOTPaMMHOE OOecIeueHue,
UCTIOJIb3yeMoe TIpH MH(OPMAIMOHHOM OOMEHE B LIEJISIX COBEPIICHUS (PMHAHCOBBIX OIepanuii, BKIIOYas CpeacTBa
KpunTorpadudeckor 3aluThl (SIEKTPOHHON MOANHCH) B CIlydae WX HCIONB30BaHUSA (KaKk MOXKHO ObIcTpee
COBEPILIUTH ACUCTBHS MO OJIOKUPOBKE / 3aMEHE AIEKTPOHHOM MOIHCH);

- IPOBECTHU NPOLEAYPY 3aMEHbI Tapojiel U Apyroi ayTeHTU(PHUKALMOHHONW HH(OpMAIH, 3JTEKTPOHHBIX MOANHCEH B
MHQOPMAIMOHHBIX pecypcax (PUHAHCOBBIX OpPTraHU3alWi, B AJIEKTPOHHBIX MOYTOBBIX SIIUKAX, HUCIIOJIb30BAHHBIX
panee Juis oOMeHa MH(OpManyed B LENsIX OCYHIECTBICHUS (PMHAHCOBBIX OMEpanuil WM MOJATBEPXKICHUS CBOHX
JIeHCTBUI (B TOM YHCIIE - PU BOCCTAHOBJICHUH MapoJiei).

4. Mepsl 0 KOHTPOJIIO KOHPHUTyparuy yCTPOHCTB, C UCIIOIb30BAHHEM KOTOPBIX KJIMEHTOM COBEPIIAIOTCS ICHCTBUS
B IIEJISIX OCYIIECTBIICHUS! (PMHAHCOBOM OTEPaIH:

- CBOEBpPEMEHHOE OOHOBIICHHE OTEPAIIMOHHBIX CHCTEM YCTPOMCTB, & TAKXkKe BCEro MPOrpPaMMHOr0 oOecreveHus,
MTOBBIMIAOIIETO OE30MMACHOCTb;

- UCIIOJIb30BAHUEC Ha yCTpOﬁCTBaX, HCIIOJIB3YEMBIX JUJIA (1)I/IH3.HCOBLIX onepaunﬁ, HUCKIIIOYUTCIIbHO JIMICH3UMOHHOTO
IporpaMMHOTO O6GCH6‘IGHI/I${;

- OTKa3 OT MpeNOCTaBICHHs NpaB aJIMHHHACTPATOpa YCTPOMCTBA, IO3BOJIIOIIMX CAMOCTOSTEIBHO BHOCHTH
M3MEHEHUS B KOHPHUTYpaLuIo YCTPOUCTBA;

- UCTI0JIb30BaHKe (DYHKIIMHU MTPeBAPUTENHHON aBTOPU3ALMK Ha YCTPOHCTBAaX U OJIOKUPOBKHM SKpaHa yCTPOHCTBA MPH
OTCYTCTBHH aKTUBHOCTH.

5. Mepsl 110 cBOEBpEMEHHOMY 00HAPYKEHHUIO BO3/IEHCTBUS BPEAOHOCHOTO KOJA:

- WCIIONIb30BAHME HA YCTPOMCTBaX HE MEHEEe OJHOTO CIECHHAIN3UPOBAHHOTO IPOIPAMMHOTO OOECIIeHeHUs,
00€CIeunBaONIETO 3alUTy YCTPONCTB, C WCIIONH30BAHUEM KOTOPBIX COBEPINAIOTCS JCUCTBHS B  IEIISX
oCyIIecTBIeHHs (PMHAHCOBBIX OIEpaIlHii, OT BPEIOHOCHOIO KO/Ia (AHTHBHPYCHOTO ITPOTPaMMHOTO KOMIUIEKCA);



- peryispHoe OOHOBICHHE OE30MACHOCTH OIECPAIMOHHBIX CHCTEM YCTPOWCTB M aHTUBHPYCHBIX 0a3 JaHHBIX
AHTUBHUPYCHBIX TPOTPAMMHBIX KOMIUIEKCOB;

- aHTUBUPYCHBINA KOHTPOJIb JTIFO00H MH(POPMAIINY, TIOTYYaeMOM U MepelaBaeMoi ¢ UCTIOIb30BaHUEM YCTPOMCTBA IO
TEJIEKOMMYHHKAIIMOHHBIM KaHaJIaM, a TakyKe HHPOPMAITUK Ha MOIKITF0YAEMbIX K YCTPOHCTBAM ChEMHBIX HOCHTENSX
(MmarautaBIX, CD-mrckax, DVD-guckax, USB-HakonmuTesIX 1 T.11.);

- HACTPOWKA aHTUBUPYCHOTO MPOTPAMMHOr0 OOECIEUEHUS MO0 YMOIYAHUIO C MAKCUMAIIbHBIM YPOBHEM TMOJIHTUK
Oe3o0rmacHOCTH, He TPeOYIOMNX NeHCTBHIA TOIH30BATENS TPH O0OHAPYKEHUU BUPYCOB, TIPH TOM JiedeHHe (yIaIeHune)
3apakKeHHBIX (aiIOB TOJDKHO MPON3BOANUTHCS AHTHBUPYCHBIM CPEJICTBOM B ABTOMAaTHYECKOM PEKUME;

- HaCTpOWKa aHTUBUPYCHOTO MPOTPAMMHOT0 00CSCIICUSHMsI i1l aBTOMAaTUYECKON TIEPUONYCCKON (HE PEIkKe OJTHOTO
pas3a B HEJIEIT0) TIOJTHON MPOBEPKH YCTPONHCTB HA TIPEIMET HATWYHS BUPYCOB H BPEIOHOCHOTO MPOTPAMMHOTO KOJIa;

- TpU BO3HUKHOBEHUHU IOJO3PEHUS HA HAJMYME KOMIIBIOTEPHOTO BHpyca (NIPU3HAKKM — HETUIHMYHAs paboTa
yCTpoOIicTBa, ponananue / mosBieHne (paiioB, YacToe MOSBICHUE COOOIIEHHUH O CHCTEMHBIX OIMHNOKaxX W cOOSX,
3HAYUMOE 3aMe]JIeHne padOoThl, YBEIHUEHHE HCXOSAIIETO/BXOAAIIEr0 Tpaduka U T.II.) PEKOMEHAYETCS MPOBECTH
JIOTIOTHUTENBHBIE TIPOBEPKH ¥ IPHOCTAHOBUTE paboTy ¢ (MHAHCOBOM MH(MOpMAIHEH 10 yCTpaHeHUS TPOoOIIeM;

- peKOMEHIyeTcs Iepe3arpykaTb YCTPOHCTBO HEMOCPEACTBEHHO Iepex paboToll ¢ cepBucamu (puHAHCOBOU
OpraHM3aI|y, a TAKKe ITOCIIe 3aBEPIICHUS ceanca paboThl C TAKUMH CEPBUCAMH;

- B cliyyae OOHapy>KEHUS aHTUBHUPYCHBIM MPOrPAMMHBIM OOCCIICUCHUEM BPEIOHOCHOTO KOJIa PEKOMEHIYETCS
OTIPEACINUTD TIPEIIONOKHUTENbHYIO JIaTy €ro TMOSBICHHS (JaTy MOSBICHHS 3apaXeHHoro Qaiia u T.I.),
IPOKOHTPOJIMPOBATH OTCYTCTBHE HECAHKIIMOHUPOBAHHBIX PACHOPSHKEHHI 1 3aITpOCOB B (PHHAHCOBYIO OpraHU3aNUIo
OT CBOETO MMCHHM 3a yKa3aHHBIH MEpPHOM, W, IO BO3MOXKHOCTH, MPOW3BECTH 3aMEHY HCIIONB3YyeMOH B IEISIX
coBepIeHns (PMHAHCOBBIX OIlepanil ayTeHTH(PUKAIIMOHHON HHpopMarwH (TTapoITy | T.11.);

- PEKOMEHIyeTCsl TIepHOJMYECKH HPOBEPATh B CHCTEMax (pecypcax), MOCPEACTBOM KOTOPBIX OCYLIECTBISIOTCS
(hiHAHCOBEIE OTIEPaIlny, CTATUCTUKY CBOEH PabOThI, CEaHCOB, 3aIPOIICHHON HH(OPMAIINU, COOCTBEHHBIX 3aIIPOCOB
Ha COBCPUICHUEC onepaum‘/'l; IIOSABJICHHEC HeO‘-ICBPI)Z[HOﬁ AKTUBHOCTH B XXypHaJIax pa6OTI)I MOKET CBUACTCIBCTBOBATH O
KOMIIPOMETALINU PEKBU3UTOB JOCTYIIA MJIH HAIMYHUS BPEIOHOCHOTO KOJIa HA YCTPOHCTBE.



